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“IN oH coenaeT TO, 4TO BCEM - MasjibiM 1 BEANKUM, BoraTbiM 1
HUWMM, cBODOAHBIM 1 pabam - NONOXEHO DyaeT HadepTaHume
Ha MpPaByto PyKy UX UAM Ha 4eno ux, VI 4To HUKOMY Henb3s
OyneT HU nokynaTb, HW NPOAaBaTb, KPOME TOrO, KTO UMEET
5TO HayepTaHuMe, UIN NMS 3BEPS, UM YUCAO VUMEHU €ro.
3neck mygpocTb. KTO nMeeT ym, TOT couTy 4ncno 3sepsi, nbo
3TO YNCO YENIOBEYECKOE, YNC/IO Er0 LUECTLCOT LECTbAECAT
wecTb.”

OtkpoBerune ceatoro VMloanHa borocnosa, rnasa 13
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NMnaH nekywnn

@ Knaccudurkauma anekTpoHHbIX naaTexei
TpeboBaHNs K 3NEKTPOHHBIM MaTEXaM
Twunbl nnaTexei

@® Kpuntorpadcduyeckue nHrpeanenThbi
Uundposble ceptudmnkatsl
Cnenas noanucb

€© DnekTpoHHble HaNUyYHbIE
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I penmyLlecTBa IJIEKTPOHHDbIX AeHer

MoTuBauyus
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I penmyLlecTBa IJIEKTPOHHDbIX AeHer

MoTuBauyus
e [leweBn3Ha DaHKOBCKUX onepauuii
e AHOHUMHOCTb
e 3aUNLIEHHOCTb OT MOAAENKN

e BO3MOXHOCTb MCMOAL30BaHUS B SNIEKTPOHHOM busHece
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XapakTepucTukm naaTtexXXHbIX CUCTEM

TpeboBaHUst N XapaKTEPUCTUKU MIATEXHBIX CUCTEM?
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TpeboBaHUst N XapaKTEPUCTUKU MIATEXHBIX CUCTEM?

Be3onacHocTb
HeBo3amoXxHOCTL noaaenku
HeBO3MOXHOCTb NpeBbLICUTL KpeanT
HeBo3MOXXHOCTbL ABOIHON TpaThl
AHOHUMHOCTb
AnnapaTtHas/kpunTtorpacuyeckasi OCHOBa CTONKOCTM

AdpekTnBHOCTL
BbluncnutensHasi TpyAoeMKoCTb
KoMMyHMKaLMOHHAsi CIIOXKHOCTb
CroumocTb DaHKOBCKOro obcnyxuBaHus
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Bo3MO>XHOCTU nJlaTeXHbIX CUCTEM

XapaKTepVICTVIKVI NCMNOMb30BaHNA MAATEXHbLIX CUCTEM?
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Bo3MO>XHOCTU nJlaTeXHbIX CUCTEM

XapaKTepVICTVIKVI NCMNOMb30BaHNA MAATEXHbLIX CUCTEM?

Bo3mo)xxHocTun
[lepeHocMMoOCTb
HenumocTb
VHuBepcanbHOCTb
Bo3MOXHOCTb yAaneHHOR onnaThbl
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Twunbl nnartexxen

Credit

Debit

W 'itildr'm-'al

Check E w— D-..nmnd deposit |
W Lthdlm\ al

Cash 3 5" _ ] )
Cash reserves ‘
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KpeanTHblie KapThbl

OebeTHblie kKapTOUuKHU
Knagem aeHbrun
CymMMma XpaHMTCs Ha KapTouke
MoTpayeHHble feHbIM BBIYUTAIOTCA U3 banaHca KapToyKM
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KpeanTHble KapTo4ku
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JleHbru cHumatoTca co cyeta

KpunTtorpadumyeckas ocHoBa
MpoTtokon SET
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NMpoTtokon SET

Cardhelder

Paymentinguiry |
it P e

p iy ’r,_,_\/“-{’“‘Y”“k
Authorization Authorization
: and Capturs Fagraent /I( and Capture
Marsnam 5 gateway! T |zsuer
Internet Acquirsr Existing financial,
N network
T / Q-'\.._.-
\r et
Certificate
authority
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MukponnaTtexxwu

Cneuyundouka
He TpebyeTcs aHOHMMHOCTb
MuHnMmusauus KpunTorpadnyecknx BoIYNCAEHWT
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MukponnaTtexxwu

Cneuyundouka
He TpebyeTcs aHOHMMHOCTb
MuHnMmusauus KpunTorpadnyecknx BoIYNCAEHWT

CoBpemeHHble pelieHus
Millicent
Payword
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3J'IeKTpOHHbIe HaJINHHbIE

Circulation of Digital Cash
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CpaBHeHue Tnnos

Table 1: Characteristics of digital money, currency, checks, and debit cards

Characteristics Digital money Currency Check Debif card
Margmnal cost per Low Mediura High Mediura
transaction

Payrent finality face- Yes Yes No No
to-face transaction

Paymert finality non- Yes No No No
face-to-face transaction

User anongity YesMo* Yes HNo No

*vlany digital money scheraes are now being developed. & few of them allow users to remain
ANONYIMONS.
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icnonb3yemas kpuntorpadus

Yo NCNONIb3YETCA B SNEKTPOHHBIX nnatexkax?
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icnonb3yemas kpuntorpadus
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AyTeHTudcukayuna coobuieHunii
[apaHTMpYeT LeNoCTHOCTb

LLIncpposarue
[apaHTUPYeT CEKPETHOCTb OMepaLuii OT NOCTOPOHHUX

LUndposbie cepTucdukaTsl
3alMLatoT OT MOLLIEHHUKOB

Cnenas nognucb
VlCI'IO}'Ib3yeTCﬂ ONA SNEKTPOHHbIX HAaJTNYHbIX
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Lincpposbie ceptudomkaTbi

Authenticated Authenticated
hannel h. ]
‘ Aa- sa certificate(, pk) '5-B a‘l:'lda;‘:eerybody
Register
public key Download
public key

Key
generator

Auth. e 2 st
algorithm algorithm
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Lindposble cepTtucdukaTs Il

et 3
mi - Alice and Bob
f' | h'"’""'«.-..,M_h..b * know kaA
f ‘“-..:M“trust” CA
H + Certification authority -
i + User “Name” H\%
i + Validity period N
H + Algorithm / public key b
t + Attributes
2 + Policy
i 4
g D
i i
‘51 ]
. v

3
|
3
-

17/28



Cnenas noagnucb

Obcyxpanu Ha npowuioli nekumu. Hanomuute cmbicn?
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MpoTokon cnenoit nognucu — nNpoTokon obmeHa
coobuweHnsimn mexay Anucoii u bobom, B pesynbTaTe
kKoToporo bob nonyuut nognuck Anncel Ha HY>XHOM emy
coobuieHnm, a Annca He y3HaeT, 4TO OHa mognucana.
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Cnenas noagnucb

Obcyxpanu Ha npowuioli nekumu. Hanomuute cmbicn?

MpoTokon cnenoit nognucu — nNpoTokon obmeHa
coobuweHnsimn mexay Anucoii u bobom, B pesynbTaTe
kKoToporo bob nonyuut nognuck Anncel Ha HY>XHOM emy
coobuieHnm, a Annca He y3HaeT, 4TO OHa mognucana.

Consumer gets bank to sign cash

- [ ] Remove token

; - Present to
Put token and carbon bank for '
| embossing

from envelope
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NpoTokon Lllayma

Undposas noanucse RSA:
CoobuieHne M, ceKpeTHblii kKntoY d, OTKPbLITLIA KoY €
Mognuck: s = M
[Nposepka noanucu: s¢ 7= M
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[MpoTokon Lllayma

Undposas noanucse RSA:
CoobuieHne M, ceKpeTHblii kKntoY d, OTKPbLITLIA KoY €
Mognuck: s = M
[Nposepka noanucu: s¢ 7= M

MpoTtokon LLlayma
O bBob sbibupaer cnyuyaiitoe r
® Bob nocbinaer Anuce M = M - r¢
© Anwuca noanuceisaet M’ u noceinaet 5" = M9 - réd Boby

O 506 nonyuaet ncxogHyto nognuck s = s - r1
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NMnaH nekywnn

€© DnekTpoHHble HaNUyYHbIE
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Obwunin Bug cxemol

blinded electronic
banknote, unsigned
1

Serial Numbar-27777

o )
blinded electronie
banknote, signed

6 Mu{:ﬁ{‘“

electronic

% banknote confirmation
J Serial Numba i
3 5 \'{“j

merchandise ,
electronic

'IMI' banknote




HauvBHbIn npoTokon

ObHannuusaHue
1) VYuacthuk npocut Batk Bbigats 100$
2) Bank npucbinaet cuet Ha 1003:
{ A cuer Ha 100$ #4257 } sk,

3) Y4acTHMK npoBepsieT NoAnuUcCh U NPU3HAET CYeT
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HauvBHbIn npoTokon

ObHannuusaHue
1) VYuacthuk npocut Batk Bbigats 100$
2) Bank npucbinaet cuet Ha 1003:
{ A cuer Ha 100$ #4257 } sk,

3) Y4acTHMK npoBepsieT NoAnuUcCh U NPU3HAET CYeT

Onnara
1) Y4acTHUK nocbinaeT npogasuy cHer
2) Mpopasey, NpoBepsieT NOLMMCH N MPU3HAET CHET

Mony4yenne pener
1) Mpogaeey nocbinaet cuet B bank
2) BaHk npoBepsieT CBOIO NOAMUCH U NEPEBOAUT LEHLMN

npofasLy
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HepocTtaTtkn

Kakue HegocTaTKn y HaMBHOroO NpoTokona?’
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HepocTtaTtkn

Kakue HegocTaTKn y HaMBHOroO NpoTokona?’

©® MoXHO TpaTuTb ABaXKAabl

® Het aHoHnmHocTM
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[locTpoeHne aHOHMMHOCTU

Ob6HannumBaHue - HOBbIi BapuaHT
1) Vuacthuk npocut Batk Bbigats 100$
2) Y4aCTHMK roTOBWT CHET:
{ 9 cuer na 100$ #4257 }
3) V4yacTHMK BCAenyto noanuchiBaeT cHeT
4) V4acTHNK NpoBepsieT NOAMUCH U MPU3HAET CYET
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[locTpoeHne aHOHMMHOCTU

Ob6HannumBaHue - HOBbIi BapuaHT
1) Vuacthuk npocut Batk Bbigats 100$
2) Y4aCTHMK roTOBWT CHET:
{ 9 cuer na 100$ #4257 }
3) V4yacTHMK BCAenyto noanuchiBaeT cHeT
4) V4acTHNK NpoBepsieT NOAMUCH U MPU3HAET CYET

OcTtanucb npobnemsbi:
1) [goiiHoii TpaTbl
2) Bank nognuwet 1000$ Bmecto 100$
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[NMpoBepka BblgaBaemMov CymMmMmbil

BbibopoyHas nposepka
1) VyactHuk nocbinaet banky 1000 cuetos
2) Bank nposepsiet (oTkpbiBasi) 999 u nognuceisaeT
1000-biii cuet
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[NMpoBepka BblgaBaemMov CymMmMmbil

BbibopoyHas nposepka
1) VyactHuk nocbinaet banky 1000 cuetos
2) Bank nposepsiet (oTkpbiBasi) 999 u nognuceisaeT
1000-biii cuet

Cucrema kntoueii:
1) V baHka ecTb Habop CEKpPETHbIX KitoYel
SKl, SK107 SKlOO; .
2) Kaxgas noannch rogutcst TOAbKO Aist (hUKCUPOBaHHOM
CYyMMblI

Randomly
3| | choose one,
+ = check others

— |

signature
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KoHTponb ABOMHOW TpaThbl

On-line koHTponb
MpopaseL BbicbinaeT 3anpoc baHky
“Bblna nn yxe notpadveHa kyntopa 42577
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KoHTponb ABOMHOW TpaThbl

On-line koHTponb
[Npomagel, BbicblnaeT 3anpoc baHky
“Bblna nn yxe notpadveHa kyntopa 42577

Off-line koHTpoONb:

1) Y4acTHUK reHepupyeT Xi, ... Xk, Y1, - - -, Yk TaK,
yto ID = x; D y;

2) YyactHuk nocsinaet Banky xaw-yHkumum
OT 3TUX 3HAYEHWI

3) K kaxgoii 371eKTpoHHOIA Kyntope fobasnsieTcs Habop u3
k 3HauyeHwii, no ogHoMy 13 napbl no Bbibopy MNpoaasua

4) [lBa pasa noTpaTuam = c BeposTHOCTbIo 1 — 27K
MOXHO YCTaHOBUTb HapyLUUTENS
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[MocnepoBaTesiIbHOCTL LLATOB

Customer Bank VBS (Merct
@ Send the blinded coins to the
bank ¢ R
® Generate the blinded coins @ Debit the account and sign

the blinded coins

® Unblind the coins @ Return the signed blinded coins

® Pay by the coins

@ Check the validity of the
coins and whether they have @ Deposit the coins
been spent and credit the el
account accordingly

@ Confirm the deposit

Ship goods or perform the service
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[Mocnepnunii cnanp

Ecnn He 3anomHuTE HM4ero gpyroro:

e Tunbl nnaTexeii: KPEANTHDbIE KAPTbl, 2JIEKTPOHHbLIE
HaAJINYHbIE, MUKPOMJIAaTEXMN
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Bonpockl?
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